Based on the decision of the director of the limited liability company, SMART GROUP SERVICES d.o.o. (hereinafter: the Company), located at Heinzelova 62a, 10000 Zagreb, with director Kristijan Došen, dated May 25, 2018, the following document is adopted:

DATA PROTECTION POLICY

The protection of citizens' personal data in relation to the processing of such data is one of the fundamental human rights guaranteed by the provisions of the Charter of the European Union on Fundamental Human Rights and the Treaty on the Functioning of the European Union, according to which everyone has the right to the protection of their personal data. 

The detailed elaboration of the fundamental provisions of these regulations is provided by Regulation (EU) 2016/679 of April 27, 2016, which applies in all EU Member States, including the Republic of Croatia, from May 25, 2018.
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[bookmark: _Toc159447248]I. INTRODUCTION
SMART GROUP SERVICES d.o.o. (hereinafter referred to as the Company) is committed to conducting its business operations in accordance with all applicable laws and data protection regulations, as well as best practices.

The management of the Company is fully committed to ensuring the continuous and effective implementation of this policy, and expects the same from its employees and business partners. Any violation of this policy may result in disciplinary measures or business sanctions.

This policy sets forth the expected behavior of the Company and third parties associated with the Company regarding the collection, use, storage, transmission, disclosure, or destruction of all personal data processed.
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This policy applies to the business premises of the Company where personal data is processed, as well as to the processing of all personal data in electronic or paper format.
[bookmark: _Toc159447250]III. DEFINITIONS
For the purposes of this Dana Protection Policy:
Personal data means any information relating to an identified or identifiable individual ("Data Subject"); an identifiable individual is one who can be identified, directly or indirectly, particularly by reference to an identifier such as name, identification number, location data, online identifier, or one or more factors specific to the physical, physiological, genetic, mental, economic, cultural, or social identity of that individual;
Processing means any operation or set of operations performed on personal data or sets of personal data, whether automated or not, such as collection, recording, organization, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, restriction, erasure or destruction;
Restriction of processing means marking stored personal data with the aim of limiting their processing in the future;
Profiling means any form of automated processing of personal data consisting of the use of personal data to evaluate certain personal aspects relating to an individual, particularly to analyze or predict aspects concerning work performance, economic situation, health, personal preferences, interests, reliability, behavior, location, or movements of that individual;
Pseudonymization means the processing of personal data in such a manner that the personal data can no longer be attributed to a specific Data Subject without the use of additional information, provided that such additional information is kept separately and is subject to technical and organizational measures to ensure that the personal data are not attributed to an identified or identifiable individual;
Storage system means any structured set of personal data accessible according to specific criteria, whether centralized, decentralized, or dispersed on a functional or geographical basis;
Controller means the natural or legal person, public authority, agency or other body which, alone or jointly with others, determines the purposes and means of the processing of personal data; where the purposes and means of such processing are determined by Union or Member State law, the controller or the specific criteria for its nomination may be provided for by Union or Member State law;
Processor means a natural or legal person, public authority, agency or other body which processes personal data on behalf of the Controller;
Recipient means a natural or legal person, public authority, agency or another body, to which the personal data are disclosed, whether a third party or not. However, public authorities which may receive personal data in the framework of a particular inquiry in accordance with Union or Member State law shall not be regarded as recipients; the processing of those data by those public authorities shall be in compliance with the applicable data protection rules according to the purposes of the processing;
Third party means a natural or legal person, public authority, agency or body other than the Data Subject, Controller, Processor, and persons who, under the direct authority of the Controller or Processor, are authorized to process personal data;
Consent of the Data Subject means any freely given, specific, informed, and unambiguous indication of the Data Subject's wishes by which he or she, by a statement or by a clear affirmative action, signifies agreement to the processing of personal data relating to him or her;
Personal data breach means a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorized disclosure of, or access to, personal data transmitted, stored or otherwise processed;
Genetic data means personal data relating to the inherited or acquired genetic characteristics of an individual which give unique information about the physiology or the health of that individual and which result, in particular, from an analysis of a biological sample from the individual in question;
Biometric data means personal data resulting from specific technical processing relating to the physical, physiological or behavioral characteristics of an individual which allow or confirm the unique identification of that individual, such as facial images or dactyloscopic data;
Data concerning health means personal data related to the physical or mental health of an individual, including the provision of health services, which reveal information about his or her health status;
Main establishment:
· as regards the Controller with establishments in more than one Member State, the place of its central administration in the Union, unless the decisions on the purposes and means of the processing of personal data are taken in another establishment of the Controller in the Union and the latter establishment has the power to have such decisions implemented, in which case the establishment having taken such decisions should be considered to be the main establishment;
· as regards the Processor with establishments in more than one Member State, the place of its central administration in the Union or, if the Processor has no central administration in the Union, the establishment of the Processor in the Union where the main processing activities in the context of the activities of an establishment of the Processor take place, to the extent that the Processor is subject to specific obligations under the GDPR;
Representative means a natural or legal person established in the Union who, designated by the Controller or Processor in writing pursuant to Article 27 of the GDPR, represents the Controller or Processor with regard to their respective obligations under the GDPR;
Enterprise or company means a natural or legal person engaged in an economic activity, irrespective of its legal form, including partnerships or associations regularly engaged in an economic activity;
Binding Corporate Rules means personal data protection policies which are adhered to by a Controller or Processor established on the territory of a Member State for transfers or sets of transfers of personal data to a Controller or Processor in one or more third countries within a group of undertakings or group of enterprises engaged in a joint economic activity;
Supervisory authority means an independent public authority which is established by a Member State;
Cross-border processing means:
processing of personal data that takes place in the Union in the context of the activities of establishments in more than one Member State of the controller or processor, where the controller or processor has establishments in more than one Member State; or
processing of personal data that takes place in the Union in the context of the activities of a single establishment of a controller or processor, but which substantially affects or is likely to substantially affect data subjects in more than one Member State.
International organization means an organization and its subordinate bodies governed by international public law or any other body established by agreement or on the basis of an agreement between two or more countries.
[bookmark: _Toc159447251]IV. DATA PROTECTION
In order to ensure that all requirements for the protection of personal data are identified and addressed during the design of new systems, services, and processes, each one must undergo an approval process.

The Company conducts a risk assessment for all new or modified systems, services, and processes within its scope in collaboration with the person responsible for IT appointed by the Company's management. The findings are analyzed by the Data Protection Coordinator in collaboration with the person responsible for IT appointed by the Company's management.
[bookmark: _Toc159447252]V. DATA PROTECTION OFFICER (DPO)

The Data Protection Officer (DPO) is appointed by the Company's Management. The DPO must be appointed by name, but does not have to be an employee. This function can be outsourced.

In exceptional cases, if the requirements of Article 37 of the GDPR are not met, the Company will appoint a Data Protection Coordinator for its needs. The Coordinator for Data Protection will coordinate activities related to data protection on behalf of the Management. In such cases, the Company will create a Decision Document appointing the Data Protection Coordinator.

The responsibilities of the Data Protection Officer and their activities include, but are not limited to:
informing, reporting, and advising controllers or processors and employees involved in processing about their obligations related to data protection,
reviewing the Personal Data Protection Policy,
managing the assessment of personal data risks,
collaborating with other business units in resolving data-related incidents,
monitoring compliance with the policies of controllers or processors regarding data protection, including assigning responsibilities, raising awareness, and training staff involved in processing procedures, as well as related audits,
providing advice, when requested, regarding data protection impact assessments and monitoring their execution,
cooperating with the supervisory authority,
acting as a point of contact for the supervisory authority regarding questions about processing, including prior consultation, and advising on all other matters,
considering the risk associated with processing activities, taking into account the nature, scope, context, and purposes of processing.
[bookmark: _Toc159447253]VI. COMPLIANCE MONITORING
For the purpose of confirming the adherence to an acceptable level of compliance by the Company, the Data Protection Officer will, on an annual basis, conduct a review of compliance with the policies across the entire Company and related third parties processing data for the company. Compliance with the policy will be measured at a minimum in terms of:

· Compliance with the data protection policy, including:
· Assignment of responsibilities
· Raising awareness
· Education
· Effectiveness of data protection operational practices, including:
· Data subject rights
· Personal data transfers
· Incident management related to personal data
· Complaints management related to personal data
· Understanding of internal data protection acts and related notices
· Timeliness of internal data protection acts
· Accuracy of stored personal data
· Compliance with data processors' activities
· Adequacy of procedures related to actions in case of personal data breaches
[bookmark: _Toc159447254]VII. DATA PROTECTION PRINCIPLES
The Company has adopted the following principles regarding the collection, use, storage, transfer, disclosure, and destruction of personal data:
Personal data must be:
a. processed lawfully, fairly, and transparently with respect to the data subject ("lawfulness, fairness, and transparency");
b. collected for specified, explicit, and legitimate purposes and not further processed in a manner that is incompatible with those purposes; further processing for archiving purposes in the public interest, scientific or historical research purposes, or statistical purposes in accordance with Article 89(1) of the GDPR is not considered incompatible with the initial purposes ("purpose limitation");
c. adequate, relevant, and limited to what is necessary in relation to the purposes for which they are processed ("data minimization");
d. accurate and kept up to date as necessary; every reasonable step must be taken to ensure that personal data that is inaccurate, having regard to the purposes for which they are processed, is erased or rectified without delay ("accuracy");
e. kept in a form that permits identification of data subjects for no longer than is necessary for the purposes for which the personal data is processed; personal data may be stored for longer periods as long as such processing is solely for archiving purposes in the public interest, scientific or historical research purposes, or statistical purposes, subject to the implementation of appropriate technical and organizational measures required by this Regulation to safeguard the rights and freedoms of the data subject ("storage limitation");
f. processed in a manner that ensures appropriate security of personal data, including protection against unauthorized or unlawful processing and against accidental loss, destruction, or damage, using appropriate technical or organizational measures ("integrity and confidentiality").
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[bookmark: _Toc159447256]VIII.1 DATA SOURCES
Personal data is collected directly from data subjects unless:
Business processes require the collection of personal data from other individuals or organizations.
If data is collected from third parties, the data subject must be informed of the collection unless:
The data subject has already been informed in another way
The information must remain confidential due to professional secrecy obligations
Where it is determined that notification to the data subject is required, the notice must be provided immediately, but no later than:
One month from the collection of personal data
During the first communication with the data subject
[bookmark: _Toc159447257]VIII.2 DATA SUBJECT CONSENT
The Company will obtain consent through legal and fair means, with full knowledge and understanding of the data subject.

The Company must obtain the data subject's consent for the processing of personal data (except in cases where processing is legally grounded). The consent must be specific, informed, and unambiguous, clearly stating the purposes for which the data subject's data will be used. The data subject must be informed of this and be free to decide whether to give consent.

Consent is sought in situations such as:
When the input of (new) personal data is requested
When changing or providing a new purpose for the processing of already collected data
Consent-seeking applies to:
Employees
Business partners/service providers
Clients (users)/citizens/third legal entities

Consent-seeking is not applicable in cases where processing is based on one of the following circumstances:
processing is necessary for the performance of a contract to which the data subject is a party or to take steps at the request of the data subject prior to entering into a contract;
processing is necessary for compliance with a legal obligation to which the controller is subject;
processing is necessary to protect the vital interests of the data subject or another natural person;
processing is necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller;
processing is necessary for the purposes of the legitimate interests pursued by the controller or a third party, except where such interests are overridden by the interests or fundamental rights and freedoms of the data subject which require protection of personal data, in particular, if the data subject is a child.

The data subject must give consent voluntarily, and the objectives or purposes of collecting their personal data must be clear to them at all times. Additionally, the data subject must be informed that they can withdraw consent at any time unless the data processing has a different legal basis.

The data controller must be able to prove that the data subject has given consent for the processing of their data, that the consent request was understandable and written in clear and simple language, and that the data subject can withdraw consent as easily as it was given.

Consent must be given through a clear affirmative action such as a written statement (including electronic) or oral statement. When processing serves multiple purposes, consent should be obtained for all of them. If the data subject has no free choice or cannot refuse or withdraw consent without consequences, then consent cannot be considered freely given.

If existing personal data and their processing are not in compliance with the requirements of the GDPR and require consent, it must be obtained from the data subject. Through consent, the Company informs the user about:
· What data is collected?
· For what purpose is the data collected?
· How is it processed?
· To whom is it sent?
· What are the data subject's rights?
· Under what circumstances can the right to be forgotten be requested?

The Company keeps a record of user consents in the following way:
· The record will be in both paper and scanned electronic form. It is stored in a locked archive.
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Every Company's website will include privacy information and information about Internet cookies, following appropriate legal provisions. Each privacy statement must be approved by the Organization's Management.
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The Company uses personal data for the following purposes:
• General activities and administration of user services
· Providing services to users
· Administration and management of services
· User data management for the purpose of debt collection
· Payroll calculation and payment
· Sending pay slips
· Filling in work time records
· Sending data to clients for whom a service is provided, for internal reporting and assessments.

The use of contact information is considered from the perspective of the Data Subject's expectations. For example, the Data Subject may expect that their contact details will be used to send information about products and services, but they do not expect the same to be sent to third parties for marketing purposes. The Data Subject should be clearly informed at all times about how and for what purpose their data is being processed.
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The Company processes the following special categories of personal data:
· Employee sick leave data
· Employee child data

Explicit consent is not required in the following cases:
· Processing is based on legal grounds
· Processing concerns personal data already made public by the Data Subject
· Processing is necessary for the performance of obligations and the exercise of specific rights of the controller or the Data Subject in the field of labor law and social security and social protection to the extent permitted by Union law or the law of a Member State or a collective agreement in accordance with the law of the Member State which provides appropriate safeguards for the fundamental rights and interests of the Data Subject;
· Processing is necessary to protect the vital interests of the Data Subject or another individual if the Data Subject is physically or legally incapable of giving consent;
· Processing is necessary for the establishment, exercise, or defense of legal claims or whenever courts are acting in their judicial capacity;

In every situation where special categories of personal data are processed, approval for processing must be obtained from the Company's Management, and the basis for processing must be clearly defined.
In the case of processing special categories of personal data, the Company will establish special protective measures in accordance with best practices and the expectations of the Data Subjects.
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The Company will adopt all necessary and possible measures to ensure that collected personal data are complete, accurate, and updated to reflect the current situation of the Data Subject.
Measures adopted by the Company to ensure data quality include:
· Correcting personal data known to be incorrect, incomplete, ambiguous, misleading, or outdated, even if the Data Subject does not request correction.
· Retaining personal data only for the period necessary to fulfill permitted uses or applicable legal retention periods.
· Deleting personal data if it breaches any of the data protection principles or is no longer necessary.
· Restricting processing, instead of deleting personal data, if:
· deletion is prohibited by law
· deletion would jeopardize the legitimate interests of the Data Subject
· the Data Subject disputes the accuracy of their personal data and it cannot be clearly determined whether their data is accurate or inaccurate.
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As a general rule, the Company will not send promotional or direct marketing materials to company contacts through digital channels such as mobile phones, email, and the internet without prior consent. Sending digital marketing campaigns without prior consent from the Data Subject must be approved by the Management.
Where the processing of personal data is approved for the purpose of digital marketing, the Data Subject must be informed at the first contact that they have the right to object, at any stage, to their data being processed for such purposes. If the Data Subject objects, the decision to exclude processing must be retained instead of being completely erased.
It should be noted that in the context of "B2B" digital marketing, there is no legal requirement to obtain explicit consent for marketing to individuals as long as they are given the opportunity to opt-out.
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To ensure fair processing, the Company will not retain personal data longer than necessary in relation to the purposes for which it was originally collected or further processed.
The length of time the Company needs to retain personal data is specified in the Company's "Data Retention and Deletion Procedure". This takes into account both legal and contractual requirements, both minimum and maximum, that affect the retention periods specified in the schedule. All personal data should be deleted or destroyed as soon as it is confirmed that there is no longer a need for retention.
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The Company will adopt physical, technical, and organizational measures to ensure the security of personal data. This includes preventing loss or damage, unauthorized alteration, access, or processing, and other risks that may arise from human action, physical, or natural environments.
The minimum set of security measures that the Company will adopt is described in the company's Information Security Policy and related acts. Below is a summary of security measures related to personal data:
· Prevent unauthorized persons from accessing data processing systems where personal data is processed.
· Prevent persons who are authorized to use data processing systems from accessing personal data beyond their needs and authorizations.
· Ensure that personal data cannot be read, copied, altered, or removed during electronic transmission or transport without authorization.
· Ensure the availability of system records for the purpose of determining who has entered, modified, or removed personal data from the data processing system.
· Ensure that when processing is carried out by a data processor, data can only be processed in accordance with the controller's instructions.
· Ensure that personal data is protected against accidental destruction or loss.
· Ensure that personal data collected for different purposes can be processed separately.
· Ensure that personal data is not kept longer than necessary.
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The Company will establish a system that enables and facilitates the exercise of Data Subjects' rights regarding:
· Access to information.
· Objection to processing.
· Objection to automated decision-making and profiling.
· Restriction of processing.
· Data portability.
· Rectification of data.
· Erasure of data.
If an individual submits a request related to any of the above rights, the Company will consider each such request in accordance with all applicable data protection laws and regulations. No administrative fee will be charged for considering and/or complying with such requests, unless the request is deemed unnecessary or excessive.

Data Subjects have the right to obtain, upon written request to the company and after successful verification of their identity, information about the following information about their own personal data:
· The purpose of collecting, processing, using, and storing their personal data.
· The source of personal data, if not obtained from the Data Subject.
· Categories of personal data of the Data Subject.
· Recipients or categories of recipients to whom Personal Data has been or may be transferred, along with the location of those recipients.
· The intended storage period for personal data or the rationale for determining the storage period.
· Use of any automated decision-making, including profiling.
· The Data Subject's right to:
· Object to the processing of their personal data.
· Lodge a complaint with the relevant data protection authority.
· Request correction or deletion of their personal data.
· Request restriction of processing of their personal data.

All requests for access or correction of personal data must be sent to the email personal.data@smartgroup.hr, which will log each request upon receipt. A response to each request will be provided within 30 days of receipt of the written request from the Data Subject. The Company must confirm that the requester is the Data Subject or their authorized legal representative. Data Subjects have the right to request that the Company correct or supplement incorrect, misleading, outdated, or incomplete personal data.
If the Company cannot fully respond to the request within 30 days, it will still provide the following information to the Data Subject or their authorized legal representative within the specified timeframe:
· Acknowledgment of receipt of the request.
· All information up to that point.
· Details of any requested information or changes that will not be provided to the Data Subject, the reason for refusal, and any available procedures for appealing the decision.
Estimated date by which remaining responses will be provided.
· Estimate of costs to be borne by the Data Subject (e.g., if the request is excessive).
· Name and contact information of the company individual the Data Subject should contact for further information.
It should be noted that there may be situations where providing information requested by the Data Subject discloses personal data about another person. In such cases, the information must be corrected or withheld as necessary or appropriate to protect the rights of that person.
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In certain circumstances, it is permitted to share personal data without the knowledge or consent of the Data Subject. This occurs when disclosing personal data is necessary for any of the following purposes:
· Prevention or detection of crime.
· Arrest or prosecution of offenders.
· Assessment or collection of taxes or duties.
· Pursuant to a court order or any law.
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All Company employees who have access to personal data will have their responsibilities under this policy presented as part of their training. Additionally, the Company will provide data protection training and procedural guidance to employees.
Training and awareness will consist, at a minimum, of the following elements:
· Data protection principles outlined in this document.
· Each employee's obligation to use and permit the use of personal data only to authorized persons and for authorized purposes.
· The need for and proper use of forms and procedures adopted for the implementation of this policy.
· Correct use of passwords, security labels, and other access mechanisms.
· Importance of limiting access to personal data, such as using password-protected screensavers and logging off when systems are not in use by authorized personnel.
· Secure storage of files, prints, and electronic media for storage.
· Need for obtaining appropriate authorization and using appropriate protective measures for all transfers of personal data outside the network and premises of the Company.
· Proper disposal of paper using shredders.
· Any specific risks associated with particular activities or departmental duties.
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The Company may transfer personal data to recipients internal or external to the company located in another country if that country has an appropriate level of legal protection for the rights and freedoms of Data Subjects. Where transfers need to be made to countries that do not have an adequate level of legal protection (i.e., third countries), they must be made in accordance with approved transfer methods.
The Company may transfer personal data only where one of the following transfer scenarios applies:
· The Data Subject has given consent to the proposed transfer.
· The transfer is necessary for the performance of contractual obligations.
· The transfer is necessary for the implementation of pre-contractual measures taken at the Data Subject's request.
· The transfer is necessary for the conclusion or performance of a contract concluded with a third party in the interest of the Data Subject.
· The transfer is legally required based on important public interests.
· The transfer is necessary for the establishment, exercise, or defense of legal claims.
· The transfer is necessary to protect the vital interests of the Data Subject.
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The Company will transfer Personal Data to third parties only if it is ensured that the information will be processed in a timely manner and adequately protected by the recipient. Where third-party processing is performed, the Company will first determine whether, under the relevant law, the third party is considered a Data Controller or Data Processor of the transferred Personal Data.
If the Third Party is considered a Data Controller, the Company will, in collaboration with the third party, enter into an appropriate contract to clarify the responsibilities of each party regarding the transferred Personal Data.

If the Third Party is considered a Data Processor, the Company will, in collaboration with the third party, enter into an appropriate data processing agreement. The agreement must require the data processor to protect personal data from further disclosure and process personal data only in accordance with the Company's instructions. Additionally, the agreement will require the data processor to implement appropriate technical and organizational measures to protect personal data, as well as procedures for notifying personal data security breaches.

When the Company outsources services to a third party, they will determine whether the third party will process personal data on their behalf and whether outsourcing will involve the transfer of any personal data to third countries. In both cases, they will ensure that, in collaboration with the company, they include appropriate provisions in the outsourcing agreement for such transactions and transfers to areas of third countries.
The Company will regularly audit the Processing of personal data performed by third parties, especially regarding the technical and organizational measures they have. It will be identified and monitored by an employee responsible for the third party.
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The Data Subject has the right to receive personal data about them, which they have provided to the Company, in a structured, commonly used, and machine-readable format and has the right to transmit this data to another Data Controller without hindrance from the Company, in cases where:
· processing is based on the Data Subject's consent or a contractual obligation.
· processing is carried out by automated means.

The Company will transfer personal data directly to another Data Controller where technically feasible. The method of transfer will be determined directly with the other Data Controller.
[bookmark: _Toc159447272]IX.13 HANDLING COMPLAINTS
Data Subjects should address complaints regarding the processing of their personal data to the Company in writing. The investigation of the complaint will be conducted to the extent appropriate based on the scope of the specific case. The Company will inform the Data Subject of the progress and outcome of the complaint in a reasonable time.
If the issue cannot be resolved through consultations between the Data Subject and the Company, the Data Subject may, at their discretion, seek redress through mediation, binding arbitration, litigation, or by filing a complaint with the competent data protection authority.
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Any employee suspecting a data breach due to theft or exposure of personal data must immediately report the incident with a description of the events. Notice of the incident can be sent via email to personal.data@smartgroup.hr.

The Company will investigate all reported incidents to confirm whether a personal data breach has occurred. If a personal data breach is confirmed, the Company will follow an appropriate authorized procedure based on the severity and quantity of the personal data involved. For serious personal data breaches, the company's management will initiate and chair an emergency response team to coordinate and manage the incident response.
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[bookmark: _Toc159447275]X.1 RESPONSIBILITY
All participants in the company's business processes or information system are obliged to comply with the provisions of this procedure in the part that concerns them and in the manner prescribed to them. Non-compliance or behavior (action) contrary to these provisions is considered a breach of the employment obligation for which termination of the employment contract may be given.
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This Regulation applies and enters into force on the day of its adoption.

Director Kristijan Došen
